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Data Risk Warning Intelligence

Using strategic warning methods and tradecraft to reduce risk
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Strategic warning intelligence
as an approach to managing risk

Strategic warning intelligence, created as a result of the surprise attack on Pearl
Harborin 1941, is an intelligence discipline and methodology that combines
multiple sources of information, expert insights, and specialized tradecraft to
provide executive decisionmakers advanced knowledge and understanding of
strategic risks to prevent or limit damage and to identify opportunities to advance

their organization’s goals.

Strategic warning is a process of risk communication. Effective warning of risk
comprises three elements: it has to appropriately identify relevant contingent risks,
it has to be timely and persuasive, and it has to facilitate executive decision making
and organizational action. The success of warning is not whether or not all surprises
are eliminated, but rather whether the organization appropriately prepared in

advance to manage a strategic risk, even if it had been deemed unlikely.

Tradecraft refers

to the methods,
processes, and
techniques used to
correctly identify
critical risk issues,
collect and vet
relevant information
sources, and produce
analytical products
that go beyond press
reporting to provide
insights that enable
senior executives

to better manage

uncertainty.
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What is strategic
data risk?

Strategic data risks are the threats to an
organization’s strategy or mission from the
malevolent or unintended consequences of
cybersecurity events, privacy exposures, or
harm resulting from the use or misuse of data.
Business executives make decisions on a range of
strategic issues, including the future direction of

the enterprise, capital investments, mergers and
acquisitions, and partnerships. The one thing all of
these strategic decisions have in common is that
they are reliant on the digital information technology
and data that are ubiquitous across enterprise
operations. As a result, the collection, storage,
sharing, protection, and use of data itself can create
strategic risks that manifest across the enterprise

and whose impacts are felt through other risk
categories, including financial, legal, political,
regulatory, reputational, operational, and supply

chain/third party.
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The Providence Group provides clients with data

risk warning intelligence reports that are based on

the approaches pioneered by the Office of the
National Intelligence Officer for Warning, the National
Warning Staff, and the CIA's President’s Daily Brief.

These include:

e Highly selective warning topics that are tailored to

client needs;

* A monthly intelligence report written for senior
executives and briefed in person or virtually to
provide additional context and for follow up

questions and clarifications;

* The opportunity for cross-functional discussions

of risks.
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The importance of integrating warning
intelligence with risk management

The traditional approach to assessing risk is a calculation of the likelihood of the
risk in relation to the impact of the risk. The problem with this approach is that it
does not take time into account. The US Intelligence Community’s Intelligence
Advanced Research Projects Activity has demonstrated that over the course of
time the integration of additional risk information has markedly improved
forecasting future risks through the application of Bayesian thinking to risk
problems. What this means is that senior executives are able to update their risk
calculations with the addition of new information over time and improve the

likelihood that they will make better risk calculations.
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Risk warning intelligence reports support this approach to better risk decision-
making by providing senior executives relevant information about strategic risk

problems in a focused and time efficient manner.

Time is the most important commodity for senior executives, and it is not practical,
let alone possible, for senior decisionmakers to stay current with all of the
information across the 12 different strategic data risk areas. Risk warning reports
ensure that senior executives are aware of the most important developments in
data risk in easy to digest narratives and briefings and are updated on these risks

over time.

The value of early warning

Risk is uncertainty about the future. Having early warning about risks provides
decisionmakers an advantage when having to make strategic decisions. Integrating
risk warning intelligence into an organization’s risk management process also

provides additional value-added benefits:
* The earlier arisk can be identified and managed the less it costs;

e Discussion of future risks across functional teams leads to more efficient

solutions for risk mitigation;

* The early warning of risks can also lead to the identification of opportunities

to further organizational strategy and goals.
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Strategic data risks are
contingent and must be
viewed in context

Assessing the risks data pose to an organization is made
all the more difficult by the contingent and dynamic
nature of the data itself. Often, data risk is represented
by a Venn diagram that shows the relationship between
privacy and security. This representation accurately
shows that cybersecurity and privacy are both distinct
and overlapping, yet it unintentionally obscures a lot of

risk many organizations face.

A better representation of the complexity of data
begins with a three-circle Venn diagram that includes
security and privacy, but also adds data use to
recognize the risks that are associated with using

data, such as industrial data that can have competitive
advantages that must be protected or certain health or

financial data that has potentially harmful impacts.

Overlaying the Venn diagram are individual datum that

orbit the diagram and crossover each of the circles

SECURITY

PRIVACY

and through their overlapping areas. This part of the
diagram captures the contingent aspect of data and the
determination of whether or not data will pose arisk is
based upon the context of where those data reside at any

given moment.

An example of this is the near instantaneous movement
of non-public forward looking financial information from
being highly secured private information in the context
of protecting against insider trading to publicly reported
information through the Securities and Exchange

Commission to appropriately inform investors.

It is the context in which the data resides that determines
the degree to which there is data risk. Static risk appraisals
that view data in binary compliance terms—it is privacy
information or it is not?—will often obscure strategic risk
because it fails to take into account the future that could

alter the context of the risk.
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RISK WARNING
REPORTS

4/16

Increase in BEC
attacks leading to
increased financial
and legal risk

10/17

BEC attackers
now using HTML
attachments to
avoid detection

9/18

BEC attackers now
impersonating
employees outside
of the C-Suite,
including finance
and human
resources

9/19
BEC attackers
modifying tactics
to impersonate
vendors and using
voice spoofing
technology

7/20

BEC tactics
continue to evolve
with the use of
dual impersonation
schemes and voice
phishing
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CLIENT ACTION

5/16

Wire transfer
policy changed

to ensure double
check on payment
authorization

11/19
Advanced
BEC training
developed for
finance and
HR staff

7/20
Identification of
voice phishing
training vendors
to be added to
annual security
training
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Report on multiple
states amending
their breach
notification laws
adding additional
requirements
beyond federal laws
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Report on
acceleration of state
government and
associations (NGA,
NCSC,NASCIO)
calls for more state
cybersecurity
regulation
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Report on the
National Governs
Association (NGA)
calling for aligning
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regulations
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CLIENT ACTION

11/16

Convened
meeting with peer
organizations and
the state AG to
discuss views on
breach notification

117

New breach
notification bill is
proposed. Meetings
conducted with state
legislative sponsors.
Amendment
proposed to align
state and federal
regulations

2/17

Provided testimony
to relevant legislative
committees on the
bill with amendment

3/17
State breach

notification bill passed

with amendment
aligning regulations
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